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A. – Our Risk Assessment


	What are the specific threats?
	Worst case Scenario 
	Risk mitigation
	likelihood 
	Key actions. 

	1.Riots and civil disorder
	Major damage, interrupted operations.
	Security personnel, surveillance systems
	Moderate/high in politically volatile areas.
	Coordination with law enforcement, review community engagement plans. Review Friday Jumma and other large gatherings security plans.  

	2.Vandalism and arson
	Structural damage, loss of assets.
	Anti-vandalism materials, fire alarms.
	Low to moderate depending on location.
	Update each locations risk assessments Install surveillance, conduct regular patrols.

	3.Terrorism, including bomb threats and attacks
	Loss of life, severe property damage.
	Threat detection systems, emergency drills.
	Medium but high impact.
	Security training, liaison with counter-terrorism units. Review first aid training. 

	4.Hostage situations
	Harm to hostages, standoff.
	Hostage negotiation training, security doors.
	Very low.
	Security training, review emergency response plan for own masjid.

	5.Hazardous material spills
	Toxic exposure, environmental damage.
	Material handling protocols, spill kits.
	Low
	Safety training, proper storage of chemicals.

	6.Cyber-attacks
	Data theft, operational disruption.
	Firewalls, regular data backups.
	Moderate.
	IT security enhancements, employee training.

	7.Electrical power outages
	Disruption of services, security systems down.
	Backup generators, surge protectors.
	Moderate.
	Install UPS systems, regular maintenance checks.

	8.Telecommunications failures
	Communication breakdown, operational delays.
	Redundant communication channels.
	Low to moderate
	Regular system checks, emergency contact protocols.

	129.Heating, ventilation, and air conditioning (HVAC) failures
	Uncomfortable conditions, health risks.
	Regular maintenance, backup units.
	Moderate.
	Service agreements, monitor system performance.

	10.Fuel shortages due to technical interruptions
	Heating/power loss, operational halts.
	Heating/power loss, operational halts.
	Low.
	Long-term energy planning, stockpile reserves.

	11.Water supply interruptions
	Sanitation problems, operational halts.
	Water storage facilities, conservation measures.
	Low.
	Install reserve tanks, routine inspections.

	12.Hate crimes
	Physical harm, community fear.
	Community outreach, security training.
	Low to moderate, location dependent.
	Monitor hate group activities, promote inclusiveness.

	13: Lone wolf Attack 
One person attacks inside or near the masjid.
	People hurt, panic, blocked exits, emergency services.


	Door stewards, clear exits, bag checks, drills.
	Medium likelihood, very high impact.
	If danger appears, first assess the situation and move yourself from harm’s way. Raise the alarm inside the masjid, call 999 immediately, then run or hide until the police arrive.



B. – Our Action Plan 

	What are the specific threats?
	Our current thoughts & Practice  
	 What we could do to improve in this area 
	In place 

	A. Practical Systems 
	Y/N

	1.Phone Alert System
	

	1.Create one trusted WhatsApp broadcast list managed by two people.
2.Save ready-made RED, AMBER, and GREEN alert messages.
3.Test the alert system once every month.
	

	2.Roles & Responsibilities 
	

	1.Write down the names of key people for each role.
2.Keep the list simple and easy to read.
3.Give lanyards or ID cards for quick recognition.
4. Print a one-page ERP sheet with names and mobile numbers at reception
	

	3.Floor plan, Evacuation, extinguishers and first aid kits 
	

	1.Display a simple floor plan at main entrances showing exits, fire extinguishers, and first aid kits.
2.Place clear green “EXIT” signs along all evacuation routes.
3, Keep stairs, doors, and corridors free of clutter and check weekly.
4.Ensure fire extinguishers and first aid kits are visible, labelled, and checked regularly.
5.Keep doors unlocked during busy times to allow safe and fast evacuation.
	

	4.Emergency Contact List 
	

	1.Create a printed list of emergency numbers add to ERP list, including 999, gas leak and council security team.
2.Add names and mobile numbers of Trustees, Fire Wardens, First Aiders, and the Comms Lead.
3.Place one copy at reception, one in the office, and one near the prayer hall entrance.
4.Keep a digital backup of the contact list on the Incident Lead’s and Comms Lead’s phones.
5.Review and update the list every 2 months.
	

	5.Communication Planning 
	

	1.Prepare simple messages in plain English with symbols for RED, AMBER, and GREEN alerts. Link with Phone alert point 1. 
2.Translate key messages into community languages and keep copies ready.
3.Use WhatsApp broadcast lists for urgent alerts and posters for ongoing messages.
4.Nominate a Comms Lead to send updates and stop false rumours.
5.Test the communication system every three months and record results.

	

	6.Create a one page visual Plan and hold briefing session. 
	

	1.Create a one-page visual (Emergency response Plan)  that shows RED, AMBER, GREEN alerts, roles and responsibilities, assembly point, and emergency contacts quickly.
2.Use simple words, colour coding, and clear symbols so it can be understood quickly.
3.Display copies of the plan at reception, notice boards, and near the prayer hall.
4.Hold a short briefing session with trustees, volunteers, and key helpers to explain the plan.
5.Repeat the briefing at least once every 3 months or whenever there are changes.
	

	B. Situational Planning 
	

	1.Riots and civil disorder
	

	1.Assign a trusted lookout during large gatherings (such as Friday prayers) to watch outside for signs of trouble.
2.Do a visual check of the area before big gatherings to see if there are risks nearby.
3.Lock gates early and close the masjid if unrest is likely or already happening.
5.Call 999 straight away and explain clearly what is happening. CCTV should be on for the Masjids at all time. 
6.Move people calmly to a safe room inside the building if danger is outside.
7.Use WhatsApp AMBER or RED alerts to warn the community.
8.Evacuate to the Assembly Point only if the police say it is safe.

	

	2.Vandalism and arson
	


	1. Keep bins and rubbish away from the masjid walls to reduce fire risk.
2. Switch on outside lights during the night to deter vandals.
3. Install clear CCTV signs even if cameras are basic or limited.
4. Lock all side doors and windows when the masjid is not in use.
5. Train stewards to raise the alarm and call 999 immediately if they see fire or vandalism starting.
6. Make sure fire extinguishers are checked regularly and can be used for small fires only if safe
	

	3.Terrorism, including bomb threats and attacks
	
	1. Train stewards and trustees in the RUN–HIDE–TELL guidance so they know what to do if an attack happens.
2. Keep all main exits clear so people can leave quickly in an emergency.
3. Carry out simple bag checks during very busy events like Eid prayers or large gatherings.
4. If a suspicious package is found, do not touch it, move people at least 100 metres away, and call 999.
5. Prepare WhatsApp RED alerts that clearly say “EVACUATE NOW” for fast communication.
6. Hold a short awareness session once a year so the community understands the basics of what to do.
	

	4.Hostage situations
	

	1. Train trustees and stewards to stay calm and avoid sudden actions if people are held inside the masjid.
2. Prepare a quiet lockdown drill so doors can be locked quickly from the inside.
3. Call 999 as soon as it is safe to do so and give clear details.
4. Make sure the Comms Lead knows not to spread rumours and only send confirmed updates.
5. Support people after the incident with counselling, prayer gatherings, or community reassurance.
	

	5.Hazardous material spills
	

	1. If someone throws or releases a chemical inside the masjid, do not try to clean it - the priority is to move people away quickly.
2. Raise the alarm immediately, use WhatsApp RED alert, and evacuate everyone to the Assembly Point or further if advised.
3. Call 999 straight away and report it clearly as a chemical incident so fire and ambulance teams come prepared.
4. Keep doors and windows open if safe to do so, to reduce fumes.
5. Do not touch or go near the substance. Wait for emergency services.
6. Anyone who has chemical on their skin or clothes should be moved outside, remove outer clothing if possible, and use clean water to wash while waiting for paramedics
	

	6.Cyber-attacks
	

	1. Use strong passwords with numbers and symbols for all masjid email, Wi-Fi, and bank accounts.
2. Turn on two-step login (2FA) for online banking and important accounts.
3. Limit admin rights so only one or two trusted people can change settings.
4. Keep computers and Wi-Fi routers updated with the latest security patches.
5. If there is a suspected cyber-attack, disconnect the Wi-Fi immediately and call the bank or IT support for help.
6. Report serious incidents to Action Fraud or the police.
	

	7.Electrical power outages
	

	1. Keep battery-powered torches in key areas such as the prayer hall, office, and entrances.
2. Install glow-in-the-dark exit signs so people can find their way out safely.
3. Train stewards to guide people calmly if the lights go out during prayer.
4. Have a backup power supply for the alarm system if possible.
5. If power does not return quickly, use the phone alert system and evacuate people safely and give updates through WhatsApp once phones reconnect.
	

	8.Telecommunications failures
	

	1. Keep a printed list of important phone numbers, including police, fire, ambulance, trustees, and wardens.
2. Identify a nearby landline (e.g. shop, neighbour, or community office) that can be used if mobiles fail.
3. Agree on a “runner system,” where one or two trusted people are ready to leave the masjid to call 999 if needed.
4. Use hand-held radios or loudhailers during large gatherings if phones and internet are down.
5. Review and test backup communication methods twice a year.
	

	9.Heating, ventilation, and air conditioning (HVAC) failures
	
	1. Open windows and doors to improve airflow if the ventilation stops working.
2. Keep small portable fans or heaters (PAT-tested) as backups for extreme weather.
3. Shorten gatherings or move people into a cooler or warmer area of the building if conditions become uncomfortable.
4. Remind people to bring extra clothing during cold seasons in case the heating fails.
5. Arrange regular servicing of the HVAC system to reduce sudden breakdowns.
	

	10.Fuel shortages due to technical interruptions
	
	1. Adjust prayer and event times to the warmest part of the day if heating fuel runs low.
2. Encourage people to bring warm clothing, blankets, or extra layers during cold seasons.
3. Close off unused halls or rooms to save heat for the main prayer area.
4. Keep a small stock of portable heaters (PAT-tested) for short-term use.
5. Inform the community early if fuel shortages are expected so they can prepare at home.
	

	11.Water supply interruptions
	

	1. Keep a small stock of bottled water for drinking and for wudu during short-term outages.
2. Provide wet wipes or hand sanitiser as temporary alternatives for washing.
3. Close toilets and wudu areas if water is unavailable, and put up clear signs.
4. Shorten gatherings or prayers if hygiene facilities cannot be used.
5. Contact the local water company immediately to report the problem and ask for support.

	

	12.Hate crimes
	

	
1. Install visible CCTV cameras or clear CCTV signs at entrances to deter offenders.
2. Use a buddy system so no one is left alone at the doors during busy times.
3. Train stewards and volunteers to stay calm and move people to safety if abuse or threats occur.
4. Call 999 immediately if an attack or serious abuse takes place.
5. Record details of every incident and support the victim with reassurance and follow-up
	

	13: Lone wolf Attack 
	

	1. Assign trained stewards at the doors during large gatherings to watch for suspicious behaviour.
2. Carry out a quick visual check of the area before Friday prayers and big events.
3. Keep all exits clear and unlocked so people can leave quickly if needed.
4. If danger appears, raise the alarm loudly, call 999, and send a RED WhatsApp alert.
5. Guide people to evacuate calmly to the Assembly Point or, if escape is not safe, lock doors and hide quietly.
6. Remind the community of the simple rule: Assess – Move to safety – Call 999 – Run or Hide until police arrive.
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